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Abstract

Ubiquitous computing will have a unifying influ-
ence on user modeling, context-awareness and
resource-adaptivity. The idea of this paper is
to suggest a basic mechanism to integrate pri-
vacy aspects into mobile and ubiquitous com-
puting. The user is enabled to annotate situ-
ational and user specific data with privacy set-
tings. The three mayor sections described in this
paper cover the ”personalization user interface”,
the world-model ”UbisWorld”, and the basic data
structure of ”situational statements”.
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Introduction
In user modeling, context-awareness and resource-adaptive
computing, information about the object of interest is gath-
ered and further processed into higher level knowledge in
order to receive hypothesis about possibilities for adaption
of the system’s behavior. Often, data from low-level sen-
sors are integrated into the inference process.

Ubiquitous computing serves here as a motivation for a
unifying view, since in a ubiquitous computing scenario, all
three kinds of adaptation will interact in a distributed way.
Users will live together with intelligent spaces and devices
that communicate with each other.

Now the problem arises, that human-related adaptation
and data storage needs a specialized treatment for privacy.
One reason are law-restrictions (see e.g.[Hinde, 2003]) but
the second - more urging - argument is the acceptance of
the user. In mobile and ubiquitous computing the treatment
of privacy issues seems to be especially difficult, since not
every system will be able to interact with the user directly.
In this paper we will describe a privacy user interface as
part of a user model editor that was introduced in[Heck-
mann, 2002]. The implementation is under construction.

According to Kobsa ( see e.g.[Kobsa, 2003] ), there are
four main arguments, that influence the users’ decisions
about allowing personalization with their personal data.
The first one is: ”1. What will be done with their personal
data?”. This question focuses on thepurpose. The second
one is: ”2. Who is going to use their personal data?”. This
question focuses on theaccessand therecipient. The third
one is: ”3. Which kind of personal data is used?”. Thus
a differentiation between the type of data is implied. The
fourth one is: ”4. In which mood or situation is the user

currently?”. This last point suggests ”user-adaptive user-
adaptivity”, which probably forms an impossible recursion.

In this paper, we try to contribute to the question that
arises on ”how to analyze and integrate these privacy as-
pects into mobile and ubiquitous computing”. In the first
section we will look at the privacy issues in more detail. In
the following section, we describe situational statements,
that already allow the combination of privacy information
with the information content on the most basic level, see
[Heckmann, 2003] for a more profound investigation. In
the third section, we will introduce ”UbisWorld”, a test-bed
system for ubiquitous computing, and a basic user interface
for personalization. In this paper we do NOT investigate
the problem of security in mobile or distributed systems,
like encryption techniques or how to defeat attacks. We be-
lieve that this problem is orthogonal to privacy. We start
with a trust based approach while later security extensions
are expected. This work is highly under progress.

1 Privacy
Representing, storing and communicating information
about the user like her age, or her current time pressure,
blood pressure, skin conductivity or information about her
interests, goals and plans need special privacy treatment.
The most important one is that the user should be able to
”control” the systems’ private information handling. One
point will be theinspectionof the stored data, another point
will be the possibility tochangeit. Another point will be
the possibility to turn the whole user-adaptivity off and on,
either on a global or individual basis of systems or loca-
tions.

The four main arguments from Kobsa for accepting per-
sonalization from the introduction part could be extended
to the fifth one: ”5. How long will the personal data be
stored?”. This question rises the argument ofretention, see
[P3P, 2003] for a more detailed description. And the sixth
one: ”6. Can the user inspect or delete the personal data or
turn-off the whole user adaptivity?”. This questions raises
the demand forcontrol.

To summarize, the purpose, access, recipient, owner, re-
tention, control and inspection should play an important
role in the treatment of privacy.

Figure 1: public access, research purpose, short retention



As an example, figure 1 represents the three variables
access, purpose, and retention with the following intended
meaning:

• ”public access” means that everybody can be the re-
cipient of this information.

• ”research purpose” means that this information should
not be used for commercial purposes, but only for re-
search issues.

• ”short retention” means that this information must be
deleted within days.

Figure 2 represents the three variables access, purpose, and
retention with the different selected meaning:

Figure 2: friends, commercial purpose, middle retention

• ”friend access” means that only selected friends (
friendly systems or locations ) can (should)be the re-
cipient of this information. In order to use this fact, a
friendship-relation between the owner of the informa-
tion and the possible recipient must be defined.

• ”commercial purpose” means that this information
can also be used for commercial purposes like prod-
uct recommendation.

• ”middle retention” means that this information must
be deleted within month.

These privacy settings could be attached to individual state-
ments about the situation, or to user model parameters like
”time pressure”, or even to parameter classes like ”all user
demographics”. See figure 3 for a partial taxonomy of user
model parameters.
In terms of knowledge representation, the question arises,
if these basic bits of privacy and content information can
be represented in a uniform manner. The next section in-
troduces the data structure of situational statements.

2 Situational Statements
The challenge of this section is to use a basic, semanti-
cally founded, uniform data structure that is simple but still
expressive enough to cover all representational needs. An
extended triple, which is based on RDF resources is intro-
duced as well as an XML application for so called ”Sit-
uational Statements”. The basic idea behind situational
statements is that they should form the main data structure
for representation and communication about user-, context-
, and resource-adaptation, while all other data structures are
surrounding them. The meta level information ( here, es-
pecially the privacy aspects ) of a statement like ”who is
responsible for this piece of information”, or ”what is the
confidence value for it”, is combined with the actual con-
tent of the statement like ”the cognitive load of this person
is high”. Furthermore the basic information content is en-
riched with temporal and spatial constraints like ”this prop-
erty holds between now and tomorrow”. Thus, situational
statements can contain content data, constraint data and pri-
vacy meta data. The underlying concepts are defined in the
following sections.

Figure 3: A Part of the UserOL Taxonomy

2.1 The Model with Resources and Triples

The underlying model is based on the ideas of RDF/RDFS,
(see e.g. W3C or[Champin, 2001] ), which means that it
works with descriptions about ”resources” that are quali-
fied with URIs and namespaces. Resources in this sense
here should not be mistaken with the ”device” resources,
instead they can be considered as being the basic enti-
ties of a graph. Situational statements identify resources
with qualified Uniform Resource Identifiers (URI) as de-
scribed in[Lassilaet al., 1999], with the slight difference
that URIs can have an optional fragment identifier: a text
added to the URI with a ”#” between them. Situational
Statements consider every qualified URI (with or without
fragment identifier) as a full resource by itself. Since ev-
ery qualified URI is unique, one could consider resources
as linking unique IDs to the referred objects and concepts.
Resources are not in the main focus but they allow to
simplify the representation of complex structures. In or-
der to keep the representation simple, the qualified URIs
can be abbreviated by XML namespaces. For the sake of
clarity, we will rather use the XML non-expanded nota-
tion ; that is, prefixesUserOL: andUbisWorld: will
be used instead ofhttp://www.u2m.org/UserOL#
and http://www.u2m.org/UbisWorld# respec-
tively. Thus, resources are conceptual mappings to entities,



and with situational statements, a predefined structure of
such mappings is suggested.

PredicateSubject Object

Figure 4: The Model of the Basic Triple

Basic Triples
The base element of the model about situational statements
is the (RDF) triple: a resource (the subject) is linked to
another resource (the object denoting the value) through an
arc labelled with a third resource (the predicate). We will
say that thesubject has a propertypredicate valued
by object . See figure 4 for a graphical representation.
For example, the triple in figure 5 could be read as ”the
subjectPeter of UbisWorldhas the propertyCognitiveLoad
of the UserOL Ontologywith the valuehigh”.

CognitiveLoad

UserOL:UbisWorld:

Peter high

Range:

1233

Figure 5: ”Peter has a high cognitive load”

Extended Triples
An ”Extended Triple” is a 7-tuple, that extents the basic
triple (subject, predicate, object) with temporal- and spatial
restrictions as well as meta-data about ownership & privacy
and evidences & confidence. The idea is to allow more
powerful, but still structured, statements about situations.
See figure 6 for a conceptual graph of a general extended
triple. The new arrow type in the extended triples has the
meaning of ”adding information” to the basic triples.
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Figure 6: The Concept for Extended Triples

2.2 The Semantics of this Model
In order to allow a clear interpretation of this model, there
is a need to define the meaning of the concept. In a logical
approach, these sets can be defined properly. The axioms,
constrains and relations could also be expressed formally
but here only some of them are listed.

• The content is only valid according the time con-
straint, which means between the start time and the
added duration. After expiry the content is either un-
known or the confidence value is adjusted.

• The content is only valid as long no new information
from the same source is available. This means that the
content can be overwritten.

• The confidence value lays between 0 and 1 and is
based on a list of evidences.

• The situational statements may only be used if the
owner allows this according to his privacy settings.

• The location of measurement is, if applicable, of in-
terest and can be expressed.

The meaning of situational statements can differ from
application to application, but a clear semantic definition
can be supported. In this description most details are un-
derspecified. In the following subsection, an XML repre-
sentation for a special instance of situational statements is
presented.

2.3 XML for Situational Statements

Using XML as knowledge representation language has the
advantage that it can be used directly in the Internet envi-
ronment.

<SituationalStatement>
<content>

<subject><UbisWorld:Peter /></subject>
<predicate><UserOL:CognitiveLoad /></predicate>
<object>High<object>

</content>
<constraint>

<start>2003-05-17T14:03:34</start>
<duration>600s</duration>
<location>not-specified<location>

</constraint>
<privacy>

<owner><UbisWorld:Peter /></owner>
<access><UbisWorld:friends /></access>
<purpose><UbisWorld:research /></purpose>
<retention><UbisWorld:short /></retention>

</privacy>
</SituationalStatement>

This representation is based on the RDF resource
idea, which means that the resources are only stated
or linked as IDs. The semantics for example for
<UserOL:CognitiveLoad /> is defined in a doc-
ument with the name ”UserOL”. See figure 3 for a small
part of it’s taxonomy. One advantage of this modularized
approach is that the ontology and the representational for-
malism are separated, which means that everybody could
use his own ontology while using the same representation
and tools. Another idea of this approach is to enable com-
munication about partial user models via the Internet. With
the help of the newly defined XML application UserML
(see http://www.u2m.org/) the user and context information
can be send to the nearest user interface. In the next section
the user interface for UbisWorld is presented. UbisWorld is
based on these privacy issues and the situational statements
from section 2.

3 Ubi’s World

Human-computer interaction in ubiquitous computing
needs a uniform virtual world model in order to simulate,
represent and compare research issues. The examples of
this paper are embedded in a world model called Ubi’s
World, see[Heckmann, 2003] Ubi’s World can be used
to represent some parts of the real world like an office, a
shop, a museum or an airport. It represents persons, ob-
jects, locations as well as times, events and their properties
and features. The main focus lays on issues of ubiquitous
computing, user modeling and privacy. Apart from the rep-
resentational function, Ubi’s World can be used for simula-
tion, inspection and control.



Figure 7: ”The top-level taxonomy-tree of UbisWorld”

3.1 Ontology
One key feature of our approach is to allow an open
uniform ontology that covers all elements from physi-
cal objects, locations, times, their properties and fea-
tures, but also the activity and the inference ele-
ments. The complete ontology can be found at
http://www.u2m.org/ubisworld.htm . The top-level taxon-
omy tree of this ontology can be seen in figure 7. We use
an unfoldable tree to represent this graph, which means that
multiple inheritance is realized by branch-copying.

Physical Elements
With physical elements we think of persons, devices, ob-
jects, furniture, goods, food and so on. Device elements
are for example: Keyboard, Display, Mouse, Speaker, Mi-
crophone, Projector, IR Bark, ID TAG, Notebook, Mobile
Phone and so on.

Spatial Elements
Spatial elements are rooms, buildings, cities, streets and
so on. All spatial and physical elements can be spatially
arranged. Thus we define spatial relations like ”is-nested-
in”.

Other Element Types
Other elements are ”Temporal Elements”, with timestamps
and temporal relations, ”Situational Elements” with param-
eters about users, systems, location and so on. A situational
parameter for a location could for example be the noise
level, or the available light, a situational parameter for a
person could for example be his blood pressure, his cogni-
tive load or his interests. A situational parameter about a
system could for example be its remaining battery power.
”Activity Elements” describe the changes in the world and
the most prominent one is ”A-moves-to-B”. And ”Infer-
ence Elements” define the rules of intelligent instrumented
environments.

Figure 8: ”Personalized Privacy Editor for Joerg”

3.2 Virtual Representatives

Each element of the described world has as a virtual
counter part an own page in the world wide web, where
descriptions, parameters and meta information can be in-
spected and changed according to the privacy regulations.

3.3 The integrated Privacy Editor

If an an intelligent environment or any interaction system
collects data about a user, this person can inspect and edit
this model in a human readable format in it’s virtual repre-
sentative web page. Figure 8 shows for example the web
page of ”joerg”, adapted to the fact that joerg himself is
logged in. He can inspect his current location and is able
to change it on this page. He can also inspect his indi-
vidual privacy settings and change them. Thus this page
serves as an editing tool for user models of different user-
adaptive systems. This feature can be of high interest espe-
cially in ubiquitous computing, since not every ubiquitous
user-adaptive system will have a user interface by it’s own.

Figure 9 shows the web page of ”virtual joerg”, adapted
to the fact that not he himself, but a friend is logged in. This
friend can see the current goals and the physical location of
joerg, but not the blood pressure, since this information is
private. As a friend, he can only inspect this information,
but not change it.

The version of the same page for a public viewer or re-
cipient is even more restricted. Figure 10 shows that the
values of the ”current goals” of joerg are hidden, but still
the predicate ”current goals” is stated, which expresses,
that there is information about joergs current goals, but they
are not available for everybody. A possible extension at this
point could be the allowance of negotiation.



Figure 9: ”Virtual Joerg’s” page view for friends

Figure 10: ”Virtual Joerg’s” public page view

Conclusion
This paper describes the three mayor topics: privacy, situ-
ational statements and the world model ”UbisWorld” with
the integrated privacy editor. In order to gain the user’s
acceptance of user-adaptivity in ubiquitous computing, the
arguments of inspect-ability, control, privacy ( owner, ac-
cess, purpose, retention, viewer ) are integrated into the ba-
sic data structure of situational statements, the world model
and the user interface. The main technical idea of ”Situa-
tional Statements” is to use the concept of resources in or-
der to point to global available ontologies like UserOL. The
blocks-world for ubiquitous computing with the ontology-
based semantics, is described here. The privacy user inter-
face allows the owner of the personal information to implic-
itly give it free for public access, or grant the information
only to selected users or systems. In this paper, we have
put the focus on the aspect of integrating privacy.
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